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1. Introduction

Thi s docunent describes responses in the JSON [ RFC7159] fornmat for
the queries as defined by the Registration Data Access Protocol Query
Format [ RFC7482]. A communi cation protocol for exchanging queries
and responses is described in [ RFC7480].

1.1. Term nology and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119] when
specified in their uppercase forns.

The following |ist describes term nology and definitions used
t hr oughout this docunent:

DNR: Domai n Nanme Registry
LDH: letters, digits, hyphen
menber : data found within an object as defined by JSON
[ RFC7159] .
obj ect: a data structure as defined by JSON [ RFC7159].
obj ect cl ass: the definition of nmenbers that nmay be found in JSON

obj ects described in this docunent.

object instance: an instantiation or specific instance of an object

cl ass.
RDAP: Regi stration Data Access Protoco
R R Regi onal I nternet Registry
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1.2. Data Mdel
The data nodel for JSON responses is specified in five sections:
1. sinple data types conveyed in JSON strings

2. data structures specified as JSON arrays or objects that are used
repeat edly when building up | arger objects

3. object classes representing structured data corresponding to a
| ookup of a single object

4., arrays of objects representing structured data corresponding to a
search for multiple objects

5. the response to an error

The object classes represent responses for two major categories of
data: responses returned by RIRs for registration data related to IP
addresses, reverse DNS nanes, and Aut ononous System nunbers and
responses returned by DNRs for registration data related to forward
DNS names. The foll owi ng object classes are returned by both RIRs
and DNRs:

1. donmins

2.  naneservers

3. entities

The informati on served by both RIRs and DNRs for these object classes
overlap extensively and are given in this docunent as a unified nodel

for both classes of service.

In addition to the object classes |isted above, RIRs al so serve the
foll owi ng obj ect classes:

1. |P networks
2.  Autonompus System numbers

bj ect classes defined in this docunent represent a mninmal set of
what a conpliant client/server needs to understand to function
correctly; however, sone deploynents may want to include additiona
obj ect classes to suit individual needs. Anticipating this need for
extension, Section 2.1 of this docunent defines a nmechanism for
extendi ng the JSON objects that are described in this docunent.
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2.

2.

Positive responses take two forns. A response to a |ookup of a
single object in the registration systemyields a JSON object, which
is the subject of the lookup. A response to a search for nmultiple
objects yields a JSON object that contains an array of JSON objects
that are the subject of the search. In each type of response, other
data structures are present within the topnost JSON object.

Use of JSON
1. Nanming

Aients of these JSON responses SHOULD i gnore unrecogni zed JSON
menbers in responses. Servers can insert nenbers into the JSON
responses, which are not specified in this docunent, but that does
not constitute an error in the response. Servers that insert such
unspeci fi ed nenmbers into JSON responses SHOULD have menber nanes
prefixed with a short identifier followed by an underscore foll owed
by a neani ngful nanme. 1t has been observed that these short
identifiers aid software inplenenters with identifying the
specification of the JSON nenber, and failure to use one coul d cause
an i nmplementer to assune the server is erroneously using a nane from
this specification. This allowance does not apply to jCard [ RFC7095]
objects. The full JSON nane (the prefix plus the underscore plus the
meani ngf ul name) SHOULD adhere to the character and nane limtations
of the prefix registry described in [RFC7480]. Failure to use these
limtations could result in slower adoption as these linitations have
been observed to aid sone client progrann ng nodels.

Consi der the follow ng JSON response with JSON nenbers, all of which
are specified in this docunent.

"handl e" : "ABCl123"
"remar ks"

[

"description"

"She sells sea shells down by the sea shore.”
"Originally witten by Terry Sullivan.”

]
}
]
}

Figure 1
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If The Registry of the Moon desires to express information not found
in this specification, it mght select "lunarNic" as its identifying
prefix and insert, as an exanple, the nmenber naned

"l unar Ni c_beforeOneSmal | Step" to signify registrations occurring
before the first moon | anding and the nenber naned

"l unar Ni c_harshM stressNot es" that contains other descriptive text.

Consi der the followi ng JSON response with JSON nanes, sone of which
shoul d be ignored by clients without know edge of their mneaning.

{

"handl e" : "ABC123"
"l unar Ni c_beforeOneSnal | Step" : "TRUE THAT!",
"remar ks"
[
{

"description”

"She sells sea shells down by the sea shore.”
"Originally witten by Terry Sullivan."

]
| }
"’unarNic_harshM stressNot es”

"I n space, ",
"nobody can hear you scream"

]
}

Figure 2

Insertion of unrecognized nenbers ignored by clients may al so be used
for future revisions to this specification

Cients processing JSON responses need to be prepared for nenbers
representing registration data specified in this docunent to be

absent froma response. In other words, servers are free to not
i ncl ude JSON nmenbers containing registration data based on their own
poli ci es.

Finally, all JSON nanmes specified in this docunent are case
sensitive. Both servers and clients MJST transnmit and process them
using the specified character case.
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3. Conmmon Data Types
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JSON [ RFC7159] defines the data types of a nunber, character string,

bool ean, array,

object, and null. This section describes the

semanti cs and/ or syntax reference for conmmon, JSON character strings
used in this docunent.

handl e:

| Pv4 addresses:

| Pv6 addresses:

country codes

LDH nanes:

Uni code nanes:

dates and ti nmes:

Newt on & Hol | enbeck

DNRs and RI Rs have registry-unique identifiers that
may be used to specifically reference an object

i nstance. The semantics of this data type as found
in this docunent are to be a registry-unique
reference to the closest enclosing object where the
value is found. The data type names "registryld"
"roid", "nic-handle", "registrationNo", etc., are
terms often synonynmous with this data type. In
this docunent, the term"handle" is used. The term
exposed to users by clients is a presentation issue
beyond the scope of this docunent.

The representation of IPv4 addresses in this
docunment uses the dotted-decimal notation. An
exanple of this textual representation is
"192.0.2.0".

The representation of I Pv6 addresses in this
document follow the fornms outlined in [ RFC5952].
An exanple of this textual representation is
"2001: db8::1:0:0: 1".

Where the identity of a geopolitical nation or
country is needed, these identities are represented
with the al pha-2 or two-character country code
designation as defined in [1SO 3166.1988]. The

al pha-2 representation is used because it is freely
avai |l abl e, whereas the al pha-3 and nuneric-3
standards are not.

Textual representations of DNS nanes where the

| abel s of the domain are all "letters, digits,
hyphen" | abel s as described by [ RFC5890]. Trailing
peri ods are optional

Textual representations of DNS nanmes where one or
nmore of the labels are U-|abels as described by
[ RFC5890]. Trailing periods are optional

The syntax for val ues denoting dates and tinmes is
defined in [ RFC3339].
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URl s: The syntax for val ues denoting a Uniform Resource
Identifier (URI) is defined by [ RFC3986].

Contact information is defined using jCards as described in
[ RFC7095] .

4. Conmon Data Structures

This section defines common data structures used in responses and
obj ect cl asses.

4.1. RDAP Confornance

The data structure naned "rdapConformance" is an array of strings
each providing a hint as to the specifications used in the
construction of the response. This data structure appears only in
the topnost JSON object of a response.

An exanpl e rdapConformance data structure
"r dapConf or mance"

"rdap_| evel _0O"

]
Figure 3

The string literal "rdap_l evel 0" signifies conformance with this
speci fication. Wen custom JSON values are inserted into responses,
conformance to those custom specifications MJUST use a string prefixed
with the appropriate identifier fromthe | ANA RDAP Extensions
registry specified in [RFC7480]. For exanple, if the fictiona

Regi stry of the Moon wants to signify that their JSON responses are
conformant with their registered extensions, the string used m ght be
"lunarNI C | evel _0". These prefixes aid the identification of
specifications for software inplenenters, and failure to use them
could result in slower adoption of extensions.

Exanpl e rdapConformance structure with custom extensions noted:
"r dapConf or mance"

"rdap_l evel _0",
"l unarNi c_| evel _0"

]
Figure 4
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4.2. Links
The "links" array is found in data structures to signify links to
other resources on the Internet. The relationship of these links is
defined by the I ANA registry described by [ RFC5988].

The following is an exanple of the Iink structure:

{
"value" : "http://exanple.confcontext_uri",
"rel" @ "self",
"href" : "http://exanple.comtarget _uri",
“hreflang" : [ "en", "ch" ],
"title" : "title",
"medi a" : "screen",
"type" : "application/json"

}

Figure 5
The JSON nane/val ues of "rel", "href", "hreflang", "title", "nedia",

and "type" correspond to values found in Section 5 of [RFC5988]. The
"val ue"” JSON value is the context URI as described by [ RFC5988]. The
"href" JSON val ue MJUST be specified. Al other JSON val ues are

OPTI ONAL.

This is an exanple of the "links" array as it might be found in an
obj ect cl ass:

"links"
[ {
"value" : "http://exanple.conlip/2001: db8:: 123",
"rel" : "self",
"href" : "http://exanple.conmip/2001: db8::123",
"type" : "application/rdap+j son"
}1
{ .
"val ue" : "http://exanple.conlip/2001: db8:: 123",
"rel"™ @ "up",
"href" : "http://exanple.conmip/2001: db8::/48",
"type" : "application/rdap+j son"
}
]
Figure 6
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4.3. Notices and Renarks

The "notices" and "renmarks" data structures take the same form The
noti ces structure denotes information about the service providing
RDAP i nformati on and/ or information about the entire response,
whereas the remarks structure denotes infornation about the object
class that contains it (see Section 5 regardi ng object classes).

Both are arrays of objects. Each object contains an optional "title"
string representing the title of the object, an optional "type"
string denoting a registered type of remark or notice (see

Section 10.2.1), an array of strings naned "description" for the

pur poses of conveying any descriptive text, and an optional "links"
array as described in Section 4.2.

An exanpl e of the notices data structure:

"noti ces”

[
{

"title" : "Terns of Use",
"description”

"Service subject to The Registry of the Moon's TCS. ",
"Copyright (c) 2020 LunarN C'

"links"
[
{
"val ue" : "http://exanple.net/entity/ XXXX"
"rel" : "alternate",
"type" : "text/htnl",
"href" : "http://ww. exanpl e.conmterns_of use.htm"
}

Figure 7

It is the job of the clients to deternm ne |ine breaks, spacing, and
di splay issues for sentences within the character strings of the
"description" array. Each string in the "description" array contains
a single conplete division of human-readable text indicating to
clients where there are senantic breaks.
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An exanpl e of the remarks data structure:

"remar ks"

[

"description"

"She sells sea shells down by the sea shore.”
"Originally witten by Terry Sullivan."

]

}
]
Fi gure 8
Note that objects in the "remarks" array may al so have a "Il i nks"
array.

While the "title" and "description" fields are intended primarily for
human consunption, the "type" string contains a well-known value to
be registered with | ANA (see Section 10.2.1) for programmatic use.

An exanpl e of the remarks data structure:

"remar ks"

[
{

"type" : "object truncated due to authorization",
"description”

"Some registration data may not have been given."
"Use proper authorization credentials to see all of it."
]
}
]

Figure 9
While the "remarks" array will appear in many object classes in a

response, the "notices" array appears only in the topnost object of a
response.
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4.4. Language ldentifier
This data structure consists solely of a nane/value pair, where the
nane is "lang" and the value is a string containing a | anguage
identifier as described in [ RFC5646].
"l'ang" : "mm-Cyrl - M\
Fi gure 10

The "lang" attribute may appear anywhere in an object class or data
structure except for in jCard objects.

4.5, Event s

This data structure represents events that have occurred on an
i nstance of an object class (see Section 5 regarding object classes).

This is an exanple of an "events" array.

"events"
[
{ . . .
"event Action" : "registration",
"event Actor” : " SQOVEI D- LUNARNI C
"eventDate" : "1990-12-31T23:59: 592"
} il
{ _
"event Action" : "last changed"
"event Actor" : "OTHERI D- LUNARNI C
"eventDate" : "1991-12-31T23:59: 597"
}
]
Figure 11
The "events" array consists of objects, each with the foll ow ng
nenbers:
0 "eventAction" -- a string denoting the reason for the event
o0 "eventActor" -- an optional identifier denoting the actor
responsi ble for the event
o0 "eventDate" -- a string containing the time and date the event
occurr ed.
o "links" -- see Section 4.2
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Events can be future dated. One use case for future dating of events
is to denote when an object expires froma registry.

The "links" array in this data structure is provided for references
to the event actor. |In order to reference an RDAP entity, a "rel" of
"related" and a "type" of "application/rdap+json" is used in the link
reference

See Section 10.2.3 for a list of values for the "eventAction" string.
See Appendi x B regarding the various ways events can be nodel ed.

4.6. Status
This data structure, naned "status", is an array of strings
indicating the state of a registered object (see Section 10.2.2 for a
list of values).

4.7. Port 43 WHO S Server
This data structure, a nenber naned "port43", is a sinple string
containing the fully qualified host nane or | P address of the WHO S
[ RFC3912] server where the containing object instance nmay be found.
Note that this is not a URI, as there is no WHO S URI schene.

4.8. Public |IDs
This data structure nmaps a public identifier to an object class. It
is nanmed "publiclds" and is an array of objects, with each object
contai ning the foll ow ng nenbers
0 type -- a string denoting the type of public identifier
o identifier -- a public identifier of the type denoted by "type"

The following is an exanple of a publiclds structure.

"publiclds":
[

"type": "l ANA Regi strar |D",
"identifier":"1"
}
]

Fi gure 12
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4.9. Object Cass Name

This data structure, a nmenber naned "objectC assNane", gives the

obj ect class name of a particular object as a string. This
identifies the type of object being processed. An objectC assNane is
REQUI RED i n all RDAP response objects so that the type of the object
can be interpreted.

4.10. An Exanple

This is an exanpl e response with both rdapConfornmance and notices
enbedded:

{
"r dapConf or mance"
"rdap_| evel _0"
1,
"notices"
[
{
"title" : "Content Renoved",
"description”
"Wthout full authorization, content has been renoved.",
"Sorry, dude!"”
1,
"l'inks"
[
{
"val ue" : "http://exanple.net/ip/192.0.2.0/24",
"rel" : "alternate",
"type" : "text/htnml",
"href" : "http://ww. exanpl e. confredaction_policy.htm"
}
]
}
ang" : "en",
"obj ect Gl assNane" : "ip network",
"start Address” : "192.0.2.0",
"endAddress" : "192.0. 2. 255",
"handl e" : "XXXX-RIR',
"i pVersion" : "v4",
"nanme": "NET-RTR-1",
"parent Handl e" : "YYYY-RIR',
"remar ks"
[
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5.

"description"

"She sells sea shells down by the sea shore.”
"Originally witten by Terry Sullivan.”
]
}
]
}

Fi gure 13
bj ect Cl asses

bj ect classes represent structures appropriate for a response from
the queries specified in [ RFC7482].

Each object class contains a "links" array as specified in

Section 4.2. For every object class instance in a response, whether
the object class instance is directly representing the response to a
query or is enbedded in other object class instances or is an itemin
a search result set, servers SHOULD provide a link representing a URl
for that object class instance using the "self" relationship as
described in the | ANA registry specified by [ RFC5988]. As expl ai ned
in Section 5.2, this may be not al ways be possible for naneserver
data. Cients MJST be able to process object instances w thout a
self link. Wen present, clients can use the self link for caching
data. Servers MAY provide nore than one self link for any given
object instance. Failure to provide any self link by a server may
result in clients being unable to cache object class instances.

Cients using self links for caching SHOULD not cache any object
class instances where the authority of the self link is different
than the authority of the server returning the data. Failing to do
so might result in cache poi soning.

Self links MJUST contain a "type" elenment containing the "application/
rdap+j son" nedia type when referenci ng RDAP obj ect instances as
defined by this docunent.
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This is an exanple of the "links" array with a self link to an object
cl ass:
"links"
[ {
"value" : "http://exanple.conlip/2001: db8:: 123"
"rel" : "self",
"href" : "http://exanpl e.comip/2001: db8::123"
"type" : "application/rdap+j son"
}
]
Fi gure 14

5.1. The Entity Object dass

The entity object class appears throughout this docunment and is an
appropriate response for the /entity/ XXXX query defined in

"Regi stration Data Access Protocol (RDAP) Query Format" [ RFC7482].
Thi s object class represents the information of organizations,
corporations, governnents, non-profits, clubs, individual persons,
and informal groups of people. Al of these representations are so
simlar that it is best to represent themin JSON [ RFC7159] with one
construct, the entity object class, to aid in the reuse of code by

i mpl ement ers.

The entity object class uses jCard [ RFC7095] to represent contact

i nformati on, such as postal addresses, enmil addresses, phone nunbers
and nanes of organi zations and individuals. Many of the types of

i nformati on that can be represented with jCard have no use in RDAP
such as birthdays, anniversaries, and gender

The entity object is served by both RIRs and DNRs. The following is
an exanple of an entity that m ght be served by an RIR

{

"obj ectCl assNane" : "entity",
"handl e": " XXXX"
"vcardArray": |
"vcard",
[
["version", {}, "text", "4.0"],
["fn", {}, "text", "Joe User"],
[unu, {}, "teXt",
["User", "Joe", "", "", ["ing. jr", "M Sc."]]

["Kkind", {}, "text", "individual"],
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["lang", {

"pref":"1"
}, "language-tag", "fr"],
["lang", {

"pref":"2"
}, "language-tag", "en"],
[Forg", {

"type": "work"

}, "text", "Exanple"],
["title", {}, "text", "Research Scientist"],
["role", {}, "text", "Project Lead"],
["adr",
{ "type":"work" },
"text",
[ nmn
"Suite 1234",
"4321 Rue Sonewhere"
"Quebec",
llmv, ZWII,
" Canada"
]
]!
["adr",
lltypell : n horrell,
"l abel ":" 123 Mapl e Ave\nSuite 90001\ nVancouver\ nBC\ n1239\ n"
}!
"text",
]
]i
["tel",
"type":["work", "voice"],
"pref":"1"
.
"uri ",
"tel:+1-555-555-1234; ext =102"
]!
["tel™,
{ "type":["work", "cell", "voice", "video", "text"] },
llurill,
"tel:+1-555-555-4321"
]!
["email",
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{ "type":"work" },
"text",
"j oe. user @xanpl e. cont

["geo”, {
"type":"work"
}, "uri", "geo:46.772673,-71.282945"],
["key",
{ "type":"work" },
"uri ",
"http://ww. exanpl e. coni j oe. user/j oe. asc”
],
["tz", {},
"utc-offset", "-05:00"],
["url™, { "type":"home" },
"uri", "http://exanple.org"]
]
1,
"roles":[ "registrar" ],
"publiclds":[
{
"type": "l ANA Regi strar |D",
"identifier":"1"
}
1,
"remarks": [
{
"description":[
"She sells sea shells down by the sea shore.”
"Originally witten by Terry Sullivan."
]
}
1,
"l'inks": ]
{
"val ue":"http://exanple.confentity/ XXXX"
"rel":"sel f",
"href":"http://exanple.conlfentity/ XXXX"
"type" : "application/rdap+j son"
1,
"events": |
{
"event Action":"registration",
"event Date":"1990- 12- 31T23: 59: 597"
}
]

sEvent Actor": |
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}

"event Action":"last changed"
"event Date":"1991-12-31T23: 59: 597"

}

Fi gure 15

The entity object class can contain the foll owi ng nenbers:

(0]

(o]

obj ectd assNane -- the string "entity"

handle -- a string representing a registry unique identifier of
the entity

vcardArray -- a jCard with the entity’s contact information
roles -- an array of strings, each signifying the relationship an

obj ect would have with its cl osest containing object (see
Section 10.2.4 for a list of values)

publiclds -- see Section 4.8

entities -- an array of entity objects as defined by this section
remarks -- see Section 4.3

links -- see Section 4.2

events -- see Section 4.5

asEvent Actor -- this data structure takes the same formas the

events data structure (see Section 4.5), but each object in the
array MJUST NOT have an "event Actor" menber. These objects denote
that the entity is an event actor for the given events. See
Appendi x B regardi ng the various ways events can be nodel ed.

status -- see Section 4.6

port43 -- see Section 4.7

networks -- an array of |IP network objects as defined in
Section 5.4
autnums -- an array of autnum objects as defined in Section 5.5
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Entities may al so have other entities enbedded with themin an array.

This can be used to nodel
fulfilling designated roles of

an organi zation with specific individuals
responsi bility.

The following is an elided exanple of an entity with enbedded

entities.

L, .
"obj ectCl assNane" : "entity",
"handl e" : "ANENTI TY"
"roles" : [ "registrar” ],
"entities"
[

"obj ect Cl assNane"

"entity",

"handl e": "ANENBEDbEDENTITY'

"roles" : [ "technical" ],
},...
]’...
} ce
Fi gure 16
The following is an exanple of an entity
DNR.
"obj ectCl assNane" : "entity",

"handl e": " XXXX"
"vcardArray": |

"vcard",
[
["version", {}, "text", "4.0"],
["fn", {}, "text", "Joe User"],
["kind", {}, "text", "individual"],
["lang", {
"pref":"1"
}, "language-tag", "fr"],
["lang", {
"pref":"2"
}, "language-tag", "en"],
["org", {
"type":"work"
}, "text", "Exanple"],
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["title", {}, "text", "Research Scientist"],
["role", {}, "text", "Project Lead"],
["adr",
{ "type":"work" },
"text",
[IIII
"Suite 1234",
"4321 Rue Somewhere"
"Quebec",
"GLV 2Mme",
" Canada"
]
],
["tel",
{ "type":["work", "voice"], "pref":"1" },
"uri", "tel:+1-555-555-1234; ext =102"
],
["email ",
{ "type":"work" },
"text", "joe.user @xanple.cont
]
]
1,
"status":[ "validated", "locked" ],
"remarks": [
"description":[
"She sells sea shells down by the sea shore.”
"Originally witten by Terry Sullivan."
]
}
1,
"links": |
{
"val ue":"http://exanple.confentity/ XXXX"
"rel":"sel f",
"href":"http://exanple.confentity/XXXX",
"type":"application/rdap+json”
}
]

ort43": "whoi s. exanpl e. net",
"events":|
{
"event Action":"registration",
"event Dat e": "1990- 12- 31T23: 59: 597"

}
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"event Action":"last changed"
"event Date":"1991-12-31T23: 59: 597"
"event Actor":"j oe@xanpl e. cont
}
]
}

Fi gure 17

See Appendi x A for use of the entity object class to nodel various

types of entities found in both RIRs and DNRs. See Appendix C

regarding structured vs. unstructured postal addresses in entities.
5.2. The Naneserver bject C ass

The naneserver object class represents information regardi ng DNS

nameservers used in both forward and reverse DNS. RIRs and sone DNRs

regi ster or expose nameserver information as an attribute of a donain

name, while other DNRs nodel naneservers as "first class objects"”

The naneserver object class acconmpdates both nodel s and degrees of
variation in between.

The following is an exanple of a naneserver object.
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{
"obj ect C assNane" : "naneserver",
"handl e" : "XXXX",
"l dhNane" : "nsl.xn--fo-5ja.exanple",
"uni codeName" : "nsl.foo.exanple",
"status" : [ "active" ],
"i pAddr esses"
"v4": [ "192.0.2.1", "192.0.2.2" ],
"v6": [ "2001:db8::123" ]
}
"remarks"
[
"description"
"She sells sea shells down by the sea shore.™,
"Originally witten by Terry Sullivan."
]
}
1,
"links"
[
{
"val ue" : "http://exanpl e.net/naneserver/xxxx",
"rel" : "self",
"href" : "http://exanpl e. net/ naneserver/xxxx",
"type" : "application/rdap+j son"
}
1,
"port 43" : "whois. exanple.net",
"event s"
[
{ _ _ _
"event Action" : "registration",
"eventDate" : "1990-12-31T23:59: 592"
1
{
"event Action" : "last changed",
"eventDate" : "1991-12-31T23:59: 597",
"event Actor" : "joe@xanple.cont
}
]
}

Fi gure 18
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Figure 18 is an exanple of a naneserver object with all val ues given
Regi stries using a first-class naneserver data nodel would enbed this
in domain objects as well as allowing references to it with the

"/ naneserver" query type (all depending on the registry operators
policy). Oher registries may pare back the information as needed.
Figure 19 is an exanple of a naneserver object as would be found in
RIRs and sone DNRs, while Figure 20 is an exanpl e of a naneserver

obj ect as would be found in other DNRs.

The following is an exanple of the sinplest naneserver object:

"obj ect O assNane" : "naneserver"
"l dhNane" : "nsl. exanpl e. conf
}
Fi gure 19

The following is an exanple of a sinple naneserver object that ni ght
be commonly used by DNRs:

"obj ect Gl assNane" : "nameserver”
"l dhNane" : "nsl. exanpl e. cont,
"i pAddresses" : { "v6" : [ "2001:db8::123", "2001:db8::124" ] }

}
Fi gure 20

As naneservers can be nodel ed by sone registries to be first-class
objects, they may al so have an array of entities (Section 5.1)
enbedded to signify parties responsible for the naintenance,
registrations, etc., of the naneservers

The following is an elided exanple of a naneserver wth enbedded
entities.
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{
"obj ect  assNane" : "nameserver"
"handl e" : "XXXX",
"l dhNane" : "nsl.xn--fo-5ja.exanple"
Léhtities"
[
] L
}
Fi gure 21

The nameserver object class can contain the foll owi ng nenbers:
0 objectd assNane -- the string "nanmeserver”

o handle -- a string representing a registry unique identifier of
t he naneserver

o I|dhNane -- a string containing the LDH nanme of the naneserver (see
Section 3)
0 unicodeNane -- a string containing a DNS Uni code name of the

nameserver (see Section 3)

0 i pAddresses -- an object containing the foll owi ng nenbers:
* v6 -- an array of strings containing | Pv6 addresses of the
nameserver
* v4 -- an array of strings containing | Pv4 addresses of the

naneserver

0 entities -- an array of entity objects as defined by Section 5.1
0 status -- see Section 4.6

0 remarks -- see Section 4.3

0o links -- see Section 4.2

0 port43 -- see Section 4.7

0O events -- see Section 4.5
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5.3. The Donain Object dass

The donai n obj ect class represents a DNS nane and point of

del egation. For RIRs, these delegation points are in the reverse DNS
tree, whereas for DNRs, these del egation points are in the forward
DNS tree.

In both cases, the high-level structure of the domain object class
consists of information about the domain registration, nameserver
information related to the domain nane, and entities related to the
domain nane (e.g., registrant information, contacts, etc.).

The following is an elided exanple of the domai n object show ng the
hi gh-1evel structure:

{
"obj ect Gl assNane" : "domain",
"handl e" : " XXX"
"I dhNane" : "bl ah. exanpl e. conf',
;héneservers”
[
] il
Léﬁtities"
[
]
}

Fi gure 22
The donmai n obj ect class can contain the foll owi ng nenbers:
0 objectd assNane -- the string "donain"

o handle -- a string representing a registry unique identifier of
t he donmai n obj ect instance

o |dhNanme -- a string describing a domain name in LDH form as
described in Section 3

0 unicodeNanme -- a string containing a donmain name with Ul abels as
described in Section 3
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0o variants -- an array of objects, each containing the follow ng
val ues:
* relation -- an array of strings, with each string denoting the

rel ati onshi p between the variants and the containing domain
obj ect (see Section 10.2.5 for a list of suggested variant
rel ations).

idnTable -- the name of the Internationalized Domain Nane (I DN)
tabl e of codepoints, such as one listed with the | ANA (see | DN
tabl es [| ANA_| DNTABLES] ).

variant Nanmes -- an array of objects, with each object
cont ai ni ng an "I dhNanme" menber and a "uni codeNanme" nenber (see
Section 3).

0 nameservers -- an array of naneserver objects as defined by
Section 5.2
0 secureDNS -- an object with the follow ng nenbers:
* zoneSigned -- true if the zone has been signed, false
ot herw se.
* del egationSigned -- boolean true if there are DS records in the

parent, false otherw se

maxSigLife -- an integer representing the signature lifetinme in
seconds to be used when creating the RRSIG DS record in the
parent zone [ RFC5910].

dsData -- an array of objects, each with the follow ng nenbers:

+ keyTag -- an integer as specified by the key tag field of a
DNS DS record as specified by [RFC4034] in presentation
f or mat

+ algorithm-- an integer as specified by the algorithmfield
of a DNS DS record as described by RFC 4034 in presentation
f or mat

+ digest -- a string as specified by the digest field of a DNS
DS record as specified by RFC 4034 in presentation fornat

+ digestType -- an integer as specified by the digest type
field of a DNS DS record as specified by RFC 4034 in
presentation format
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+ events -- see Section 4.5
+ links -- see Section 4.2
* KkeyData -- an array of objects, each with the foll ow ng
nenbers:
+ flags -- an integer representing the flags field value in

the DNSKEY record [ RFC4034] in presentation format

+ protocol -- an integer representation of the protocol field
val ue of the DNSKEY record [ RFC4034] in presentation fornat

+ publicKey -- a string representation of the public key in
the DNSKEY record [ RFC4034] in presentation format

+ algorithm-- an integer as specified by the algorithmfield
of a DNSKEY record as specified by [ RFC4034] in presentation

f or mat
+ events -- see Section 4.5
+ links -- see Section 4.2

See Appendi x D for background information on these objects.

0 entities -- an array of entity objects as defined by Section 5.1
0 status -- see Section 4.6

0 publiclds -- see Section 4.8

0o remarks -- see Section 4.3

o links -- see Section 4.2

0 port43 -- see Section 4.7
0O events -- see Section 4.5

o0 network -- represents the I P network for which a reverse DNS
domain is referenced. See Section 5.4
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The following is an exanple of a JSON donai n object representing a
reverse DNS del egation point that mght be served by an RIR

"obj ect Gl assNane" : "domain",
“handl e" : "XXXX",
"I dhNane" : "0.2.192.in-addr. arpa"

"nanmeservers"”

[

"obj ect Gl assNane" : "nameserver”
"I dhNane" : "nsl.rir.exanple"
}1
L,
"obj ect d assNane" : "nanmeserver"
"l dhNane" : "ns2.rir.exanple"
}
]!
"secur eDNS":
"del egati onSi gned": true
"dsDat a":
[
{

"keyTag": 12345,
"al gorithni: 3,
"di gest Type": 1,
"digest": "49FD46E6CABA5C55D4AC

}
]
}
"remar ks"
[
{
"description”
"She sells sea shells down by the sea shore.”
"Originally witten by Terry Sullivan."
]
}

]

[

’inks"

"val ue": "http://exanpl e. net/ domai n/ XXXX",

"rel" : "self",
"href" : "http://exanpl e. net/ domai n/ XXXXX",
"type" : "application/rdap+j son"
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}
1,
"event s"
[
{ . . .
"event Action" : "registration",
"event Date" : "1990-12-31T23:59: 592"
}
{
"event Action" : "last changed",
"event Date" : "1991-12-31T23:59: 597",
"event Actor" : "joe@xanple.cont
}
I
"entities"
[
"obj ectCl assNane" : "entity",
"handl e" : " XXXX",
"vcardArray": [
"vcard",
[
["version", {}, "text", "4.0"],
["fn", {}, "text", "Joe User"],
["kind", {}, "text", "individual"],
["lang", {
"pref":"1"
}, "language-tag", "fr"],
["lang", {
"pref":"2"
}, "language-tag", "en"],
["org". {
"type":"work"
}, "text", "Exanple"],
["title", {}, "text", "Research Scientist"],
["role", {}, "text", "Project Lead"],
["adr",
{ "type":"work" },
"text",
[ nn
"Suite 1234",
"4321 Rue Sonewhere",
"Quebec",
"GLV 2Me",
" Canada"
]
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],
["tel",
{ "type":["work", "voice"], "pref":"1" },
"uri", "tel:+1-555-555-1234; ext =102"
1,
["email",
{ "type":"work" },
"text", "joe.user@xanpl e.cont
]
]
1,
"roles" : [ "registrant" ],
"remarks"
[
{
"description”
"She sells sea shells down by the sea shore.",
"Originally witten by Terry Sullivan."
]
}
1,
"links"
[
{
"value": "http://exanple.net/entity/xxxx",
"rel" : "self",
"href" : "http://exanple.net/entity/xxxx",
"type" : "application/rdap+j son"
}
1,
"event s"
[
{ _ _ _
"event Action" : "registration",
"eventDate" : "1990-12-31T23:59: 592"
1
{
"event Action" : "last changed",
"eventDate" : "1991-12-31T23:59: 597",
"event Actor" : "joe@xanple.cont
}
]
}
"net wor k"
"obj ectCl assNane" : "ip network",
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"handl e" : "XXXX-RIR',

"start Address" : "192.0.2.0",
"endAddress" : "192.0. 2. 255",
"i pVersion" : "v6",

"name": "NET-RRTR-1",

"type" : "DI RECT ALLOCATI ON',
"country" : "AU',

"parent Handl e" : "YYYY-RIR',
"status" : [ "active" ]

Fi gure 23

The following is an exanple of a JSON domai

March 2015

representing a
forward DNS del egation point that m ght be served by a DNR

{
"obj ect Gl assNane" : "donmain",
"handl e" : " XXXX",
"l dhNanme" : "xn--fo-5ja.exanple",
"uni codeNanme" : "foo.exanple",
"variants"
[
"relation" : [ "registered", "conjoined" ],
"vari ant Nanes"
[
{
"l dhNane" : "xn--fo-cka. exanple",
"uni codeNane" : "foo.exanple"
b
{
"l dhNanme" : "xn--fo-fka.exanple",
"uni codeName" : "foo.exanple"
}
]
b
{
"relation" : [ "unregistered", "registration restricted" ],
"idnTabl e": ".EXAMPLE Swedi sh",
"vari ant Names"
[
"l dhNane": "xn--fo-8ja.exanple",
"uni codeName" : "foo.exanple"
}
]
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}

tatus" : [ "locked", "transfer prohibited" ],
"publiclds":[
{
"type":"ENS_Auth ID',
"identifier":"1234567890"
}
1,

"naneservers"

[

]

"obj ect O assNane" : "nanmeserver"

"handl e" : " XXXX"

"l dhNane" : "nsl. exanpl e.cont,

"status" : [ "active" ],

"i pAddr esses”

{
"v6": [ "2001:db8::123", "2001:db8::124" ],
"v4": [ "192.0.2.1", "192.0.2.2" ]

}

[

emar ks"

{

"description"

"She sells sea shells down by the sea shore.”
"Originally witten by Terry Sullivan."
]
}

i nks"

{

"val ue" : "http://exanple.net/naneserver/ XXXX",
"rel" : "self",

"href" : "http://exanpl e. net/ nanmeser ver/ XXXX"
"type" : "application/rdap+j son"

}

vent s"

{

"event Action" : "registration",
"eventDate" : "1990-12-31T23:59: 597"

]

[

]

[

}
{

"event Action" : "last changed"
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"eventDate" : "1991-12-31T23:59: 597"
}
]
1
{
"obj ect O assNane" : "naneserver"
"handl e" : " XXXX"
"l dhNane" : "ns2.exanpl e.cont,
"status" : [ "active" ],
"i pAddr esses”
{
"ve" : [ "2001:db8::125", "2001:db8::126" ],
"v4" [ "192.0.2.3", "192.0.2.4" ]
}
"remar ks"
[
{
"description"
"She sells sea shells down by the sea shore.”
"Originally witten by Terry Sullivan."
]
}
1,
"links"
[
{
"val ue" : "http://exanple.net/naneserver/ XXXX",
"rel" @ "self",
"href" : "http://exanpl e. net/ nameser ver/ XXXX",
"type" : "application/rdap+j son"
}
1,
"event s"
[
{ . . .
"event Action" : "registration",
"eventDate" : "1990-12-31T23:59: 597"
1
{
"event Action" : "last changed"
"eventDate" : "1991-12-31T23:59: 592"
}
]
}
1,
"secur eDNS":
{
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"zoneSi gned": true
"del egati onSi gned": true
"maxSi gLi fe": 604800,

"keyDat a":
[
{
"flags": 257,
"protocol": 3,
"algorithni: 1,
"publicKey": "AQPI/ /] 4Q==",
"events":
[
{
"event Action": "last changed"
"eventDate": "2012-07-23TO05: 15: 47Z"
}
]
}
]
}
"remar ks"
[
{
"description"
"She sells sea shells down by the sea shore.”
"Originally witten by Terry Sullivan."
]
}
1,
"links"
[
{
"val ue": "http://exanpl e. net/ domai n/ XXXX",
"rel" @ "self",
"href" : "http://exanpl e. net/donai n/ XXXX"
"type" : "application/rdap+j son"
1,
"port 43" : "whois. exanple.net",
"event s"
[
{ . . .
"event Action" : "registration",
"event Date" : "1990-12-31T23:59: 597"
1
{
"event Action" : "last changed"
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"event Date" : "1991-12-31T23:59:597",
"event Actor" : "joe@xanple.cont
},
{
"event Action" : "transfer",
"event Date" : "1991-12-31T23:59: 597",
"event Actor" : "joe@xanple.cont
}
{ _ o
"event Action" : "expiration",
"event Date" : "2016-12-31T23:59: 597",
"event Actor" : "joe@xanple.cont
}
I
"entities"
[
"obj ectCl assNane" : "entity",
"handl e" : " XXXX",
"vcardArray": [
"vcard",
[
["version", {}, "text", "4.0"],
["fn", {}, "text", "Joe User"],
["kind", {}, "text", "individual"],
["lang", {
"pref":"1"
}, "language-tag", "fr"],
["lang", {
"pref":"2"
}, "language-tag", "en"],
["org". {
"type":"work"
}, "text", "Exanple"],
["title", {}, "text", "Research Scientist"],
["role", {}, "text", "Project Lead"],
["adr",
{ "type":"work" },
"text",
[ nn
"Suite 1234",
"4321 Rue Sonewhere",
"Quebec",
"GLV 2Me",
" Canada"
]
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]!

[utel u,
{ lltypell: [”\I\Dr kll, llvoi Ce”], n pr ef ll:ll 1ll },
"uri", "tel:+1-555-555-1234; ext =102"

]!

["email",

{ "type":"work" },
"text", "joe.user@xanpl e.cont

]
]
1,
"status" : [ "validated", "locked" ],
"roles" : [ "registrant" ],
"remar ks"
[
{
"description”
"She sells sea shells down by the sea shore.”
"Originally witten by Terry Sullivan."
]
}
1,
"links"
[
{
"value" : "http://exanple.net/entity/xxxx",
"rel" : "self",
"href" : "http://exanple.net/entity/xxxx",
"type" : "application/rdap+j son"
}
1,
"events"
[
{ . . .
"event Action" : "registration",
"eventDate" : "1990-12-31T23:59: 597"
},
{
"event Action" : "last changed"
"eventDate" : "1991-12-31T23:59: 592"
}
]
}
]
}
Fi gure 24
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5.4. The I P Network Object O ass

The | P network object class nodels | P network registrations found in
RIRs and is the expected response for the "/ip" query as defined by
[ RFC7482]. There is no equival ent object class for DNRs. The high-
| evel structure of the IP network object class consists of

i nformati on about the network registration and entities related to
the IP network (e.g., registrant information, contacts, etc.).

The following is an elided example of the I P network object type
showi ng the high-level structure

{
"obj ect d assNane" : "ip network",
"handl e" : " XXX"
;éhtities"
[
]
}
Fi gure 25

The following is an exanple of the JSON object for the network
regi stration information.

{
"obj ect Gl assNane"” : "ip network",
"handl e" : "XXXX-RI R
"start Address" : "2001:db8::",
"endAddress" : "2001:db8:O:ffff . ffff . ffff . ffff.feFF ",
"ipVersion" : "v6"
"nanme": "NET- RTR-1"
"type" : "Dl RECT ALLOCATI ON',
"country" . "AU',
"parent Handl e" : "YYYY-R R
"status" : [ "active" ],
"remar ks"
[

{

"description"
"She sells sea shells down by the sea shore.”

"Originally witten by Terry Sullivan."
]
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"links"
[ {
"value" : "http://exanple.net/ip/2001: db8::/48"
"rel" @ "self",
"href" : "http://exanpl e.net/ip/2001: db8: :/48"
"type" : "application/rdap+j son"
},
{
"value" : "http://exanple.net/ip/2001: db8::/48"
"rel" : "up",
"href" : "http://exanpl e.net/ip/2001: COO0: :/23"
"type" : "application/rdap+j son”
}
1,
"event s"
[
{ . . .
"event Action" : "registration",
"eventDate" : "1990-12-31T23:59: 592"
1
{
"event Action" : "last changed”
"eventDate" : "1991-12-31T23:59: 592"
}
o
"entities"
[
"obj ectCl assNane" : "entity",
"handl e" : " XXXX",
"vcardArray": [
"vcard",
[
[" verS|on {}, "text", "4.0"],
["f {}, "text", "Joe User"],
[" klnd {}, "text", "individual"],
[" lang, {
"pref":"1"
}, "language-tag", "fr"],
["lang", {
"pref":"
}, "language-tag", "en"],
["org". {
"type":"work"
}, "text", "Exanple"],
["title", {}, "text", "Research Scientist"],
["role" {}, "text", "Project Lead"],
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["adr",
{ "type":"work" },
"text",
[ nn
"Suite 1234",
"4321 Rue Somewhere"
"Quebec",
"GLV 2Mm",
" Canada"
]
],
["tel",
{ "type":["work", "voice"], "pref":"1" },
"uri", "tel:+1-555-555-1234; ext =102"
["email",
{ "type":"work" },
"text", "joe.user@xanpl e.cont
]
]
1,
"roles" : [ "registrant" ],
"remarks"
[
{
"description”
"She sells sea shells down by the sea shore.”
"Originally witten by Terry Sullivan."
]
}
1,
"links"
[
{
"value" : "http://exanple.net/entity/xxxx",
"rel" : "self",
"href" : "http://exanple.net/entity/xxxx",
"type" : "application/rdap+j son"
}
1,
"event s"
[
"event Action" : "registration",
"event Date" : "1990-12-31T23:59: 592"
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1
{
"event Action" : "last changed"
"eventDate" : "1991-12-31T23:59: 592"
}
]
}
]
}
Fi gure 26

The I P network object class can contain the follow ng nenbers:
0 objectd assName -- the string "ip network"

o handle -- a string representing an RI R-unique identifier of the
network registration

0 startAddress -- the starting |P address of the network, either
| Pv4 or | Pv6

0 endAddress -- the ending IP address of the network, either |1Pv4 or
| Pv6

0o ipVersion -- a string signifying the | P protocol version of the
network: "v4" signifies an | Pv4 network, and "v6" signifies an
| Pv6 network

0O nane -- an identifier assigned to the network registration by the

regi stration hol der

0 type -- a string containing an RIR specific classification of the
net wor k
0 country -- a string containing the two-character country code of

t he networ k

0 parentHandle -- a string containing an R R-unique identifier of
the parent network of this network registration

0 status -- an array of strings indicating the state of the IP

net wor k
0 entities -- an array of entity objects as defined by Section 5.1
0 remarks -- see Section 4.3
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o links -- see Section 4.2
0 port43 -- see Section 4.7
0 events -- see Section 4.5
5.5. Autononobus System Nunber Entity Object d ass

The Aut ononmous System nunber (autnunm) object class nodel s Aut ononous
System nunber registrations found in RIRs and represents the expected
response to an "/autnum' query as defined by [RFC7482]. There is no
equi val ent object class for DNRs. The high-level structure of the
aut num obj ect cl ass consists of information about the network
registration and entities related to the autnumregistration (e.g.
regi strant information, contacts, etc.) and is sinilar to the IP
network entity object class.

The following is an exanple of a JSON object representing an autnum

{
"obj ect d assNane" : "autnuni,
"handl e" : "XXXX-RI R
"start Aut nunt : 10,
"endAut num' : 15,
"nanme": "AS-RTR-1",

"type" : "Dl RECT ALLOCATI ON',
"status" : [ "active" ],
"country": "AU',
"remar ks"
[

{

"description"

"She sells sea shells down by the sea shore.”
"Originally witten by Terry Sullivan.”

]

}
1,
"links"
[
{
"val ue" : "http://exanpl e. net/aut num xxxx",
"rel" : "self",
"href" : "http://exanpl e. net/aut num xxxx",
"type" : "application/rdap+j son"
}
1,
"event s"
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[
{
"event Action" : "registration",
"event Date" : "1990-12-31T23:59: 597"
b
{
"event Action" : "last changed",
"event Date" : "1991-12-31T23:59: 592"
}
I
"entities"
[
"obj ectCl assNane" : "entity",
"handl e" : " XXXX",
"vcardArray": |
"vcard",
[
["version", {}, "text", "4.0"],
["fn", {}, "text", "Joe User"],
["kind", {}, "text", "individual"],
["lang", {
"pref":"1"
}, "language-tag", "fr"],
["lang", {
"pref":"2"
}, "language-tag", "en"],
["org", {
"type":"work"
}, "text", "Exanple"],
["title", {}, "text", "Research Scientist"],
["role", {}, "text", "Project Lead"],
["adr",
{ "type":"work" },
"text",
[ nun
"Suite 1234",
"4321 Rue Somewhere",
"Quebec",
"GLV 2Me",
" Canada"
]
],
["tel",
{ "type":["work", "voice"], "pref":"1" },
"uri", "tel:+1-555-555-1234; ext=102"
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] il

[“email",
{ lltypell: ”\I\Dr kll },
"text", "joe.user @xanple.cont
]

]

’oles" [ "registrant" ],
"remar ks"

[

{

"description"

]

"She sells sea shells down by the sea shore.”
"Originally witten by Terry Sullivan."
]
}

’inks"
[

{
"value" : "http://exanple.net/entity/ XXXX"

"rel" @ "self",
"href" : "http://exanpl e.net/entity/ XXXX",
"type" : "application/rdap+j son"

]

}
",vents"
[

{

"event Action" : "registration",
"eventDate" : "1990-12-31T23:59: 592"

},

"event Action" : "last changed"
"eventDate" : "1991-12-31T23:59: 592"

]

Fi gure 27
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The Aut ononous System nunber object class can contain the follow ng

nenbers:
0 objectd assNane -- the string "autnuni
o handle -- a string representing an RIR-unique identifier of the

(0]

aut num regi stration

start Aut num -- a nunber representing the starting nunmber [RFC5396]
in the bl ock of Autononmous System nunbers

endAut num -- a nunber representing the endi ng nunber [ RFC5396] in
t he bl ock of Autononbus System nunbers

nane -- an identifier assigned to the autnumregistration by the
regi stration hol der

type -- a string containing an RIR-specific classification of the
aut num

status -- an array of strings indicating the state of the autnum
country -- a string containing the nanme of the two-character

country code of the aut num

entities -- an array of entity objects as defined by Section 5.1
remarks -- see Section 4.3
links -- see Section 4.2

port43 -- see Section 4.7

events -- see Section 4.5

Error Response Body

Some non-answer responses nmay return entity bodies with infornmation
that could be nore descriptive

The basic structure of that response is an object class containing an
error code nunber (corresponding to the HITP response code) foll owed
by a string naned "title" and an array of strings naned
"description".
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This is an exanple of the commopn response body.

{
"errorCode": 418,
"title": "Your Beverage Choice is Not Avail able"
"description":
"I know cof fee has nore umppphhh."
"Sorry, dude!"
]
}

Fi gure 28
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This is an exanple of the commopn response body with an
r dapConf or mance and notices data structures:

{
"r dapConf or mance"
"rdap_l evel _0"
1,
"notices"
[
{
"title" : "Beverage Policy",
"description"
"Beverages with caffeine for keeping horses awake."
1,
"links"
[
{
"value" : "http://exanple.net/ip/192.0.2.0/24",
"rel" : "alternate",
"type" : "text/htm",
"href" : "http://ww. exanpl e. confredaction_policy.htm"
}
]
}
ang" : "en",
"errorCode": 418,
"title": "Your beverage choice is not avail able"
"description":
"I know cof fee has nore umppphhh."
"Sorry, dude!"
]
}

Fi gure 29
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7.

8.

Responding to Hel p Queries

The appropriate response to /help queries as defined by [ RFC7482] is
to use the notices structure as defined in Section 4. 3.

This is an exanple of a response to a /help query including the
r dapConf or nance data structure

{
"r dapConf or mance"
"rdap_l evel 0"
]1
"notices"
[
L — _
"title" : "Authentication Policy",
"description"
"Access to sensitive data for users with proper credentials.”
]1
"links"
[
{
"val ue" : "http://exanpl e.net/hel p",
"rel" : "alternate",
"type" : "text/htnml",
"href" : "http://ww. exanpl e. conf auth_policy. htm"
}
]
}
]
}

Fi gure 30
Respondi ng To Searches

[ RFC7482] specifies three types of searches: donmmins, nameservers,
and entities. Responses to these searches take the formof an array
of object instances where each instance is an appropriate object
class for the search (i.e., a search for /donmmins yields an array of
domai n obj ect instances). These arrays are contained within the
response obj ect.
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9.

The nanes of the arrays are as foll ows:

o for /domains searches, the array is "donai nSear chResul t s"

o for /nameservers searches, the array is "nanmeserver SearchResults"
o for /entities searches, the array is "entitySearchResults"

The following is an elided exanple of a response to a /domains
sear ch.

{
"r dapConf or mance"

"rdap_| evel _0"

]i
LdbnainSearchResults"
[

L, .
"obj ect d assNane" : "domain",
"handl e" : "1-XXXX",

"l dhNane" : "1.exanple.conf,

}1

L, .
"obj ect d assNane" : "domain",
"handl e" : "2- XXXX",

"l dhNane" : "2.exanple.conf,

}

]
}
Fi gure 31

I ndi cating Truncated Responses

In cases where the data of a response needs to be linmted or parts of
the data need to be onmtted, the response is considered "truncated"

A truncated response is still valid JSON, but sone of the results in

a search set or sone of the data in an object are not provided by the
server. A server may indicate this by including a typed notice in

t he response object.

The following is an elided exanple of a search response that has been
truncat ed.
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{
"r dapConf or nance"
"rdap_l evel _0"
]!
"notices"
[
L, .
"title" : "Search Policy",
"type" : "result set truncated due to authorization",
"description”
"Search results are